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[ocynapcTBeHHOE GropkeTHoe
oBpasoBaTensHoe YHperaeHns, -
LOMNOMHUTENEHCTO oGpazoeaH!

Camapckoi obnactv  /

Camapckuii [isopet) JJ.BT?E

1 1OHOILIECKOTO TBOPYECTHR _‘

op CAMAPCKOI'O JIBOPLIA JIETCKOI'O
26KOI'O TBOPYECTBA

7 teces i X4
__ SATOJNIOKEHHE
110 OPraHusaliy ¥ NpoBeIcHHIo pabor no obecneueHiio Ge30NACHOCTH TIEPCOHAIBHBIX JIAHHBIX

npH 1x 06paborTke B HHGOPMALHOHHBIX CHCTEMAaX nepeoBaibibIx Jaunsix CAMAPCKOI'O
JABOPLA JIETCKOI'O H IOHOIHECKOT'O TBOPYECTBA

1. OBIIE HOTONREHIA

1.1, Hacrosmee lloaokenne no opranmsaimy ¥ nposeaeHuio pabor no obecrieyeHnio
OC30IACHOCTH  NEPCOHAIBHBIN JIaHHLIX NIPH WX 00pabotke 8 MHQOPMALMOHHBIX CHCTEMAX
nepeonaiasubix Janusx CAMAPCKOI'O  JIBOPHA JIETCKOI'O MU IOHOIIECKOI'O
TBOPYECTBA (ranee - Hoaowenne) paspaborano B8 coorserctsun ¢ OeiepaibHbIM 3aKOHOM
o1 27 mioas 2006 r. Ne 149-03 «OG undopymaiy, HHGOPMAIHOHHBIX TEXHOIOIMAX H O 3alHT¢
undopmatnmy, Oetepaibibiv 3akoHoM o1 27 mioas 2006 1. Ne 152<D3 «O  nepeoHaibHbIX
Janueixey, nocranosiaenuesm [pasureaserea Poceniickoi @estepatmm o1 15 centsbps 2008 1. Ne
687 «O6 vrsepaiaenun [logokenns o0 ocobennoctax o0paboTkH NEPCOHAIBHLIN JAaHHBIN,
ocviecTsisieMolt 6e3 HCNOJIL30BAHMA  CPEIACTB  ABTOMATH3ALUMHY,  [OCTAHOB/CHHEM
[pasureancrsa  Poceniickoit @enepattin o1 1 nosGpa 2012 1. Ne 1119 «0O6  vrisepxicnnu
TpeGoBatKH K 3alHTe HEPCOHAILHDLIN JIAHHBIX NPH HX 00patoTke B HRPOPMAIIHOHHBIX CHCTEMAN
NEPCOHAILHBIX JIAHHBIND, TPHKa3oM De1epaibhoit CavikGhl 10 TEXHHUCCKOMY H IKCHOPTHOMY
kouipono  or 18 geppam 2013 . Ne 21 «O0 visepwiennn CocraBa o CoJlepAaHHs
OPraHH3ALMOHHBIX M TEXHHUCCKHUX Mep 10 00¢CCHeHeHrI0 OE30IIACHOCTH NEPCOHAIBHBIN JAaHHbIX
npH #X 00paboTRe B HHGOPMALTHOHHBIN CHCTEMAX NEPCOHATLHBIX JTaHHLIN,

1.2, Hem paspabotku nactosulero [oMomeHHS — VCTAQHOBICHHE HOPSKA OPIAHNALHN H
nposescHus pabor no obecnieueHnio GE30NACHOCTH NEPCOHATLHBLIX Jannbix (Jasee - 11][n) B
HHQOPMALHOHHBIX  CHCTEMAX  NepeoaIbHbIN Jannbix (aaaee -~ HCIin) CAMAPCKOI'O
JABOPLIA JIETCKOI'O H IOHOHIECKOI'O TBOPYECTBA (aaxee - I'BOY JIO CO CJIIOT)
Ha NPOTHIKCHUH Beero skustennoro wukiaa HCI [u.

2. TEPMHIHBI H OHPE 1ETEHISA

2.1. B nacrosmesm Toaoxenun HCnoan3viores Ce/IVIONHe TCPMHHBL H HX OlIpe/ie IeHHIsE:

Hudopmannonnas cCHCTEMa NEPCONA TBHBIX TAHHBIX — COBOKVTIHOCTH COMEPAKAMNCS B
Basax JAaHHLIX NEPCOHAIBHBLIN JIAHHBIX H O0CCHICUHBAIOMHX HX 00paboTky HHPOPMALHOHHDLIX
TEXHOIOIHH H TCXHHUCCKHN CPEICTB.

RoupmieHua isHOCTh  HEPCOHAILHBIX 1aHibIX — obgzareiabhoe U cobmoacHus
ONEPATOPOM HJH HHBIM TIONVHHBIIHM JIOCTVII K HEPCOHATLHBIM JIAHHBIM JHUOM TPeOOBAHHE HE
JIOTIVCKATE MX pacnpocTpancHie 6e2 corilacus cvOLeKTa NepCoOHAIbHBIN JAHHBIN MM HAIMUMs
HHOTO 3aKOHHOTO OCHOBAHMA. €C.IH HHOC HC NPEAVEMOTPEHO (e/IepaibHbIM 3aKOHOM.



NudopmanmoHHasi cuCTeMa NEPCOHAJBHBIX [JaHHBIX —  COBOKYIHOCTh
cozep Kamuxcs B 6a3ax MaHHBIX IEPCOHATBHBIX JAHHBIX H 00E€CTICUNBAIOIINX UX 00pabOTKY
UH(OPMALIMOHHBIX TEXHOJIOTHI ¥ TEXHUYECKUX CPE/ICTB.

KonduaeHuaabHOCTh NEPCOHATBHBIX JAHHBIX — 00s3aTEIBHOE TSI COOTIOICHUS
ONEPaTOPOM WM MHBIM TOJYYUBUIUM JIOCTYNl K MEPCOHAIBHBIM JaHHBIM JIMIIOM
TpeOoBaHUE HE JOMycKaTh UX paclpocTpaHeHue Oe3 coriacus cyObeKTa MepCOHAbHBIX
JAHHBIX WM HAJIWYUS HHOTO 3aKOHHOTO OCHOBaHMSI, €CIM HMHOE€ HE MPeayCMOTPEHO
dbenepaabHbIM 3aKOHOM.

Me:xceTeBoii 3KpaH — JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-
pacmpelieieHHOe  MporpaMMHoe  (IpOrpaMMHO-almnapaTtHoe) CpeAcTBO  (KOMILIEKC),
peasim3yroiiee KOHTPOJIb 32 WHGOpMAIHEH, MOCTyNameld B HHOOPMAIIMOHHYIO CHUCTEMY
NEPCOHATBHBIX IAHHBIX U (W) BBIXOASIIEH U3 MHPOPMAITMOHHON CUCTEMBI.

HecaHKIIMOHMPOBAHHBIN 10CTYI (HECAHKIIMOHMPOBAHHBbIE 1eHCTBHUS) — JOCTYI K
uHboOpMalMU WJIM ACHCTBUS ¢ WHGOpMAalMEW, HapylIalolue MpaBWiia pasrpaHUyYEHUs
JIOCTYIa C HWCIOJb30BAHMEM IITATHBIX CPEACTB, MPEAOCTaBIISIEMBIX HHGOPMAIMOHHBIMU
CHUCTEMAMH NEPCOHAJIbHBIX JAHHBIX.

O0paboTka NepCOHATBHBIX JAHHBIX — JEHCTBUS (OMepaluu) C MePCOHATBLHBIMU
JAHHBIMH, BKJIFOYasi cOOp, 3amlucCh, CUCTEMATHU3AINI0, HAKOIUICHHWE, XpaHEHHE, YTOYHCHUE
(oOHOBIIEHHE, W3MEHEHME), W3BJIEUYEHHUE, HUCMOJb30BaHUE, Mepeaady (pacupocTpaHEeHHE,
NPEIOCTaBICHUE, IOCTYI), O00€3MMYMBaHHe, OJIOKMpPOBAHUWE, YIAJICHHWE, YHHUYTOXKCHUE
NIEPCOHAJIBHBIX JaHHBIX.

Omnepatop — rocylapCTBEHHBIN OpraH, MyHULMITAJIBHBIA OPIraH, I0PUIUYECKOE WIIN
dbuznyueckoe M0, CAMOCTOSITENIbHO WJIM COBMECTHO C APYTMMHU JIMIIAMU OpPraHU3YIOIINE U
(Wr) OCYNIECTBISIONINE 00pa0OTKY IMEPCOHABHBIX JTAHHBIX, & TAKKE OMPEICIISIONINE IeITH
00pabOTKM MEepPCOHAIBHBIX JAHHBIX, COCTaB IEPCOHAIBHBIX JAaHHBIX, MOJIEKAIINX
00paboTke, AeiicTBUS (ONepalyu), COBEPIIAEMBIE C IEPCOHATIBHBIMU JAHHBIMH.

TexHunveckue cpeacrsa MH(POPMANUOHHON CUCTEMbI NMEPCOHAIBHBIX JaHHBIX —
CPEIICTBAa BBIYHCIUTEIBHON TEXHUKH, WH()OPMAIMOHHO-BBIYUCIUTEIHLHBIE KOMIUICKCHI H
CeTH, CpPEACTBAa U CUCTEMBI Iepenauu, npuema u odbpabotku I[I/In (cpeacTBa u cuctembl
3BYKO3aIMCH, 3BYKOYCUJICHUS, 3BYKOBOCIIPOM3BEACHUS, NIEPErOBOPHBIE U TEJIECBU3UOHHBIE
YCTPOWCTBA, CPEACTBA U3TOTOBIICHUS], TUPAKUPOBAHUS JOKYMEHTOB U APYrUe TEXHUYECKUE
cpeacTBa 00pabOTKH pedyeBoil, rpaduueckoi, BUaeo- U OyKBeHHO-IIU(PPOBOM HHPOPMALIHH),
POrpaMMHBIE CPENICTBA (OTEPallMOHHBIE CHCTEMBI, CHCTEMBI yIpaBleHUs] 0a3aMu JaHHBIX
U T.I.), CPEJCTBA 3aIUTHl UHPOPMALIHH ).

IlepconasibHble OaHHbIE — JF00as WHPOpPMAIUS, OTHOCAIIASACS K TPSIMO WU
KOCBEHHO OIpEJCICHHOMY WIH ofpefensieMoMy (Gu3nueckoMy JHIy (CyObekTy
MEePCOHAIBHBIX JAHHBIX).

IMosab30BaTes b UHPOPMAUMOHHOM CHCTEMbI MEPCOHAJIBHBIX JAAHHBIX — JIMUIO,
y4acTBYyIOIee B (PYHKIIMOHUPOBAHUU WH(OPMAIIMOHHON CHUCTEMBI MEPCOHAIBHBIX JTaHHBIX
WM UCTIONB3YIOIIee PE3yNbTaThl €€ (PYHKIIMOHUPOBAHMUS.

Pecypc uHpOpMAUMOHHOM CHCTEMbI — HWMEHOBAHHBIM JJIEMEHT CUCTEMHOIO,
NPUKJIAIHOTO WJIM allapaTHoro oOecnedeHus (yHKIIMOHUPOBAHUS HWHPOPMAITMOHHON
CHUCTEMBI.



Cpeacrea BBIYHMCINTEIbHOM TEXHMKHM — COBOKYIIHOCTb IIPOTPAMMHBIX U
TEXHUYECKHX OJIIEMEHTOB CHUCTEM OOpabOTKM MJaHHBIX, CIIOCOOHBIX (PYHKIMOHHPOBATH
CaMOCTOSITEIBHO UJIU B COCTABE JPYI'MX CUCTEM.

Yrpo3sl 0e301aCHOCTH MNEpPCOHAJBHBIX [JAHHBIX — COBOKYIIHOCTb YCJIOBHHA U
(akTOpOB, CO3JAIOMIMX OMACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIIE CIy4YailHOTO,
JI0CTylla K NEPCOHAJIBHBIM JIaHHBIM, PE3YyJbTaTOM KOTOPOIO MOXET CTaTh YHUYTOXKCHHE,
U3MEHEHHE, OJIOKMpOBAaHUE, KOMMPOBAHUE, PACIPOCTPAHEHUE IEPCOHAIBHBIX JAHHBIX, a
TaKKe WHBIX HECAHKIIMOHUPOBAHHBIX ACUCTBUH IpU UX 00paboTke B MH(POPMAILMOHHON
CHUCTEME IEPCOHAJIBHBIX TaHHBIX.

YHHYTOKEHHEe NEPCOHANBHBIX [JAHHBIX — JIEWCTBHs, B peE3yJbTaTe KOTOPBIX
CTAHOBHUTCSI HEBO3MOXKHBIM BOCCTAHOBHUTH COJEP)KAHHWE IE€PCOHAJIBHBIX JAHHBIX B
UHPOPMALIMOHHON CHCTEME IEepCOHAJbHBIX MaHHBIX W (WIM) B pe3ylbTaTe KOTOPBIX
YHUUTOXKAKOTCS MaTepUaIbHble HOCUTENIN IEPCOHAIBHBIX JAHHbIX.

YpoBeHb 3alMIEHHOCTH NMEPCOHAJIBHBIX JAHHBIX — KOMIUIEKCHBIM I10Ka3aTellb,
XapaKTepU3yIOLUi TpeOOBaHMsI, HCIOJHEHUE KOTOPHIX OOECIeYMBAET HEUTpaNIU3aLUI0
OIpPE/IETICHHbIX YIpo3 O€30IIaCHOCTU MEpPCOHANbHBIX MJAHHBIX IpU HX 00paboTke B
UH(POPMAIMOHHBIX CUCTEMaX NEPCOHAIbHBIX TAHHBIX.

Yreuka (Bammmaemoi) wuHGOpMAIMH N0 TEXHHYECKHMM KaHaJIaM —
HEKOHTPOJIMPYEMOE  pacHpoCTpaHeHHEe HUHPOpMalMM OT  HOCHUTENS  3allIaeMon
uHpopMaMK 4yepe3 (U3UUYECKYI0 Cpeay A0 TEXHHYECKOTO CPENICTBA, OCYIIECTBIISIONIETO
nepexsaT HH(pOpMaLUH.

HenocTHocTh MHpOPMaNUM — CIOCOOHOCTh CPEJCTBA BBIUUCIUTEIBHON TEXHUKHU
WIK UHPOPMALIMOHHONW CUCTEMBbI 0OecreyrBaTh HEM3MEHHOCTh MH(POPMALUU B YCIOBMSX
Clly4ailHOro M (WIM) npeIHaMEepPEHHOr0 UCKaXEHUs (pa3pyLLeHus).

3. HOPAJOK OPTAHU3ALIMU U ITPOBEJAEHUSA PABOT 110
OBECITIEUEHUIO BE3OITACHOCTHU NEPCOHAJIBHBIX TAHHBIX

3.1. Tlom opranms3anmeit obecreuenus Oe3omacHocTH II/[H mpu ux oOGpaboTke B
UCTI[In nonnmaeTcst (OPMHpPOBAHHE M peANH3alus COBOKYITHOCTH COTJACOBAHHBIX IO
ey, 3aJadaM, MECTy M BPEMEHH OpPTaHHM3aIllMOHHBIX W TEXHUYECKHUX MEpOTPHUSITHIA,
HAMpPAaBJICHHbIX HA MUHUMH3AIMIO yiiep0a OT BO3MOXKHOM peanu3anuu yrpo3 0€30nacHOCTH
[1[n, peanmu3yemblXx B paMKax CO3/1aBa€MOM CHCTEMBI 3aIIUTHl MEPCOHAIBHBIX IaHHBIX
(mamee — C3I11n).

3.2. C3I1/[x BxirowyaeT B ceOs OpraHU3alMOHHbIE M (WJIM) TEXHUYECKUE MEPHI,
OTpEJICJICHHBIE C YYETOM aKTyaJbHBIX yrpo3 OezomacHocTtu [1/1H, ypoBHS 3allUIIEHHOCTH
[Idn, KoTOpeIi HEOOXOMUMO OOECIeYuTh, ¥  HHPOPMALMOHHBIX  TEXHOJOTHH,
UCIOJIb3YEMbIX B HH(OPMAIIMOHHBIX CUCTEMAX.

3.3. besonacHocts [11n ipu ux obpadorke B UCIIIn obecnieunBaer ['BOY JIO CO
CHAIOT wnm numo, ocymiectBisomee oopadotky [1/Jn mo mopydennio 'BOY O CO
CHAXOT Ha 0OCHOBaHMM 3aKJIFOYAEMOI'0 C ATHM JIMLIOM JI0rOBOpa (Jajee — yIIOJIHOMOYEHHOE
muio). Horosop mexay ['BOY JJO CO CAAIOT u ynoJHOMOYEHHBIM JIMIIOM JIOJDKEH
npeaycMaTpuBaTh O0sI3aHHOCTH YIOJIHOMOUYEHHOTrO Jnilia obecreunTsh Oe3omnacHocTh [1J{H
npu ux o0paboTke B wuHPopManuoHHOUW cucteme. ObOecneuenune Oe3omacHoctu [1J[H



OCYUIIECTBIJIIETCS IyTEM BBINOJHEHUS TpeOoBaHUI 1O obecrneueHuto 0e30macHOCTU
NIEPCOHATBHBIX JAHHBIX MPU UX 00paboTke B MHPOPMAIMOHHBIX CUCTEMaX MEPCOHAIBHBIX
nauubiX yupexaenus (IIPUJIOXKEHUE Ne3).

3.4. Bwibop cpencts 3amutsl nHGopMmanuu st C3I1[r ocymectensiercs [BOY 10
CO CHAIOT B COOTBETCTBUM C HOPMAaTHUBHBIMHM IPaBOBBIMHM aKTaMH, HPHHITHIMU
®denepanbHOl ciyx06oi 6e3omacHocTH Poccutickoit @enepanun (nanee — @Ch Poccun) u
®enepanbHON CIyKOOH MO TEXHUYECKOMY M IKCIIOPTHOMY KOHTpousito (nanee — @CTIOK
Poccun) Bo ucnionnenue ®@enepanbHOro 3akoHa «O nepcoHaNbHBIX JaHHBIX.

3.5. Crpykrypa, coctaB u ocHoBHble (pyHkiuu C3II/[H ompenensroTcs ucxons w3
ypoBHs 3amuiieHHocty [1/{x mpu ux o6padotke B UCITdH.

3.6. C3IIdu co3nmaercs B Tpu dTarma:

Oran 1. IlpeanpoektHoe oOcnemoBanue HWCIIIH u pa3paboTka TEXHUYECKOTO
3aganus Ha cozmanue C3I1/H.

Oran 2. [IpoexktupoBanue C3IIJIH, 3aKkymka, ycTaHOBKa, HAaCTpOWKa HEOOXOAMMBIX
CPEACTB 3alllUThl HH(OPMALIUH.

Otan 3. Beoa UCIIn ¢ C3I1/IH B 3KkcITyaTanuio.

3.7. Dran 1. [IlpoBeneHue mnpeanpoOeKTHOro oOciHeqoBaHUs M pa3paboTka
TeXHHUYECKOro 3aganus Ha co3manue C3I1/x.

3.7.1. Ha3naueHue OTBETCTBEHHOTO 3a opranuzaiuio oopadotku [11n I'BOY J1O
CO CAMOT.

3.7.2.  Omnpenenenune neneit oopadotku [11a 'BOY 10 CO CAAIOT.

3.7.3.  Omnpenenenne nepeunst UCII[n I'BOY JO CO CAAXOT u cocrasa I1/H,
obpabateiBaeMbix B UCIT/IH.

3.7.4.  Omnpegpenenue nepeuns oopadarsiBaembeix ['bOY JIO CO CAAIOT IT11dH.

3.7.5.  Omnpenenenne CcpokoB o0OpaboTku u xpaHenus [IJIH, wucxoms wu3
tpeboBanus, 4yto I[I/lH He MODKHBI XpaHUTHCS JOJBIIE, YeM 3TOTO TPEeOyIOT Ienu
o0pabotku stux [1/1H, o qoctrxenuto kotopbix [1/IH moaexar yHUUTOXKEHHIO.

3.7.6.  Omnpenenenne mnepeuns wucnonbdyembix B WCII[H (mpennmaraembix K
ucnonb3zoBanuio B UCII/IH) oO1ecucTeMHBIX U TPUKIIAHBIX POTPAMMHBIX CPECTB.

3.7.7. Onpenenenne pexumoB o60padotku [l B HUCIIn B 1enom u B
OT/IEJIbHBIX KOMITOHEHTaX.

3.7.8. Ha3snaueHue OTBETCTBEHHOIO 3a obOecrnedeHue Oe3omacHoctn II/lH B
UCIIn (manee — OTBETCTBEHHBIN) A pa3padOTKM M OCYIIECTBJIECHUS TEXHUYECKUX
MEpOIPUATHI 10 opraHu3anuu U odecneyeHuro 6ezonacHoctu [1JIH npu ux obpaboTke B
UCII .

3.7.9. Ha3nauenue OTBETCTBEHHOTO N10JIB30BATENS KPHUIITOCPEACTB,
00ecreunBaroIIero (yHKIIMOHUPOBAHKE u 0€301acHOCTh KpPHUIITOCPEACTB,
npelHa3HauYeHHbIX I obecrieueHus OezonmacHoctu [IJ[H. YTBepkaeHue mnepedHs JuIl,
JOMYIICHHBIX K paboTe ¢ KPUNTOCPEACTBAMH, IPEAHA3HAYCHHBIMU IS OOCCIICUCHUS
6e3onacunoctu I1/1n 8 UCII/H (monb30BaTeneil KpUNITOCPEICTB).

3.7.10. Omnpenenenve nepedHs NnoMemieHui, B kKoTopbix pasmeniensl UCITIH u
MarepuanbHbie HocuTenu [1/1H.

3.7.11. Onpenenenne koHpurypamuu u Tomojorun MCII[lH B 1menom U ux



OTJIEJIbHBIX KOMIIOHEHT, (PU3MYECKHX, (PYHKIHMOHANBHBIX M TEXHOJOTUYECKUX CBS3EH Kak
BHYTPH 3THX CUCTEM, TaK U C APYTUMHU CUCTEMAMH PA3TUYHOrO YPOBHS U Ha3HAUCHUSI.

3.7.12.  OmnpeneneHrue TEXHUYECKUX CPEACTB U cUCTeM, ucnoib3dyeMbix B MCII/H,
BKJIFOYAs YCJIOBUS UX PACIIONOKEHHUS.

3.7.13. ®opmupoBanue Texuuueckux nmacnoproB UCIIx.

3.7.14. Pa3paboTka OpraHu3alIOHHO-PACIIOPAIUTENBHBIX JTOKYMEHTOB (lanee —
OP]l), pernameHTHpYIOMUX TIporiecc 00padoTku u 3ammthl [1/1H:

— IonuTuka B OTHOLIEHUU 00PabOTKU NMEPCOHAIBHBIX JaHHBIX;

— MHCcTpyKumu (OTBETCTBEHHOTO 3a OpraHu3anuio oopabotku I1JH, OTBETCTBEHHOTO
3a obecneuenune Oe3omacHocTu 1/ B MCII/IH, mons3oBatens MCII[IH, oTBEeTCTBEHHOTO
MOJIb30BATENsl KPUIITOCPEICTB);

— Paznen nomxHocTHBIX MHCTpYKLME coTpyaHukoB ['BOY 10 CO CHIIOT B wactu
obOecnieuenust Oezomacuoctu [I/lH mpm wmx oOpaboTke, BKIOYas YCTAHOBJICHUE
NepCOHATBHONW OTBETCTBEHHOCTHU 3a HAapyIlIeHus rpaBui oopadotku [1/1H.

3.7.15. Tlomyuenme (mpu HeoOXomMMOCTH) cormacus Ha oOpaborky [1/1a
cyowsekrom [1/IH, moanucanue oOs3aTenbcTBA O coOMOeHUN KoH(punenuuaibHoctu 11/[H
corpyaaukamu ['6OY 10O CO CAAIOT.

3.7.16. VYTBepxaenue ¢opm yBemomieHuid cyobektoB [IJ[H u dopm xypHanos,
HE0oOXOIMMBIX B LIeJIsiX obecnieueHus: 6ezonacHoctu [1/1H.

3.7.17. Omnpenenenue ypoBHs 3amuiieHHocty [1JH mpu ux o6padorke B UCIIIH B
COOTBETCTBUU ¢ TpeOoBaHusIMU mnocTaHoBieHus: [IpaButenbctBa Poccuiickoit depepanuu
ot 1 HosOps 2012 1. Ne 1119 «OO6 yTBepkneHnn TpeOOBaHWN K 3alIUTE TMEPCOHAIBHBIX
JMaHHBIX TMpU UX 00paboTke B HHPOPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAaHHBIX)
(MOArOoTOBKAa M YTBEPKIEHUE aKTa OMpejAesieHHs] ypoBHs 3amuineHHoctd [IJ[H mpu ux
ob6pabotke B UCII/IH).

3.7.18. Omnpenenenne Ttuma yrpo3 Oe3omacHoctd [IJ[H, akTyambHBIX st
UH(GOPMALIMOHHON CHUCTEMBI, C y4E€TOM OILEHKA BO3MOXXHOT'O Bpela B COOTBETCTBUHU C
HOPMATHUBHBIMU IPABOBBIMU aKTaMH, MPUHATHIMU BO HUCIONHeHUE DefepalibHOro 3aKoHa
«O nepcoHanbHBIX  JaHHbIX»  OoT 27 uronst 2006 . Ne 152, Ompenenenue  yrpos
6e3onacHoctu [IJ[H B kOHKpeTHBIX ycioBusix (yHkiuonupoBanus WCIIIH (pa3paboTka
mozeneit yrpos 6ezonacHoctu [1/]x npu nx o6padotke B UCII/IH).

3.7.19. dopMupoBaHHE TEXHHYECKOro 3amaHusi Ha pa3paborky C3IIHa 1o
pe3yibTaTaM MPEIINPOCKTHOTO 0O0CIeIOBaHUsI Ha OCHOBE HOPMATHBHO-METOJAMYECKUX
nokymeHToB DCTIOK Poccun u ®CBb Poccum ¢ yd4eToM YCTaHOBJIEHHOTO YPOBHSA
samumenHocty [1JIn npu ux o6padorke B UCIT/IH.

Texuuueckoe 3aganue Ha pa3padotky C3II/IH 101KHO conepKaTh:

— obocHoBanme pazpadborku C3I1/H;

— UCXOJIHBIE JaHHbIEe co3fgaBaemoil (MoaepHusupyemoit) MCIIJIH B TeXHUYECKOM,
IPOrpaMMHOM, HHOPMAIIMOHHOM U OPTaHU3AIIMOHHOM aCIIeKTaXx;

— ypoBeHb 3amuiieHHocTd [Tl mpu ux o6padotke B UCII/IH;

— CCBUIKY Ha HOpMaTHBHBIE JOKYMEHTBI, C YU4E€TOM KOTOPBIX OyJeT pa3pabaTbiBaThCs
C3I1dn, u npuHuMaThes B akciuryarauuto MCITAH;

— KOHKpeTH3alu Meponpustuil u TpedoBannii k C3I1/]H;



— COCTaB U cojiepkaHue padoT 1o 3tanaM pazpabotku u Bueapenus C3I1/]H;

— epevYeHb MPEANOIaraéMblX K HCIHOJIB30BAHUIO CEPTH(PHUIMPOBAHHBIX CPEICTB
3aIKTHl UHPOpMAIIH.

3.8. Oran 2. Ilpoextupoanue C3I1/IH, 3aKynka, ycTaHOBKa, HACTPOWKa U OIbITHAS
SKCIUTyaTanus HEOOXOAMMBIX CPEJICTB 3AIIUTHI HH()OPMAIIH.

3.8.1. Cozmanme C3II[IH sBmsieTcss HEOOXOIUMBIM YCIOBHEM OOECTICUCHHS
oesomacHoct IIJIH, B TOM ciydae, €cilid CYLIECTBYIOIIME OpraHU3alMOHHBIE U
TEXHUYECKHE Mepbl oOecrieueHrss O€30MaCHOCTH HE COOTBETCTBYIOT TpeOOBaHUSIM K
obecnieuenunto 6e3omacHoctd I1JIH 1y cooTBeTcTBYIOIETr0 ypoBHs 3amuimenHocty [1/[x
npu ux oopadotke B UCIIJIH u (un) He HEUTpanu3yIoT BcexX yrpo3 6e3omacHoctr [1JIH nms
nanao UCITH.

3.8.2.  Texuuueckue Mepsl 3amuthl [IJ[H mnpeamonaraioT HCHOIL30BAHUE
IpOTPaMMHO-ANIMAapPaTHbIX CpeAcTB 3amuThl uHPopMmauuu. [Ipum o6pabdotke IIl ¢
UCIIOJIb30BAHUEM CPEACTB AaBTOMATU3ALMM TMPUMEHEHUE TEXHUYECKUX Mep 3allUThl
SIBJISIETCS. 00513aTEIIbHBIM YCJIOBHEM, a WX KOJIMYECTBO U CTENEHb 3aIUTHI OMPEICTSETCS B
npolecce MpearnpoeKTHOro obcnenoBaHusi nHpopmanuoHHbiX pecypcoB ['BOY IO CO
CHAIOT. IlpuMeHeHrne TEXHUYECKHX Mep JOJDKHO OBITh PErIaMEHTHPOBAHO JIOKATbHBIM
aktom ['BOY 10 CO CI/IOT.

3.8.3. CpenctBa 3ammutel wuHpopmanuu, npumensemple B HCIIJIH, B
YCTaHOBJIIGHHOM TIOPSIAKE MPOXOAST TMPOIENypy OIEHKH COOTBETCTBHSA, BKJIIOYAs
cepTu(UKaIUIO HA COOTBETCTBUE TPeOOBAaHUSAM 10 0€30MaCHOCTH UH(POpMAIUH.

3.8.4. Ha craguu npoektupoBanus u cozganuss C3I11n qis UCITAa I'bOY 10O
CO CHAIKOT npoBoasTcs cleayronue MeponpusTHs :

— pazpaboTtka Texandeckoro npoekra C3I1/1x;

—npuobpereHue (mpu HEOOXOAMMOCTH), YCTAaHOBKA W HACTpOWKa CEpUUHO
BBIITYCKAEMBIX TEXHUYECKUX CPEJICTB 00pabOTKH, TIepeiad ¥ XpaHSHHsI HHPOPMAIUH;

—pa3paboTka MeponpusTHii 1o 3amure HWHOOPMAMM B COOTBETCTBHHM C
PEIBSBISIEMBIMU TPEOOBAHUSIMU;

— npuoOpeTeHne, YCTaHOBKA W HACTPOHKa CEepTU(PHUIMPOBAHHBIX TEXHUYECKHX,
NPOrPaMMHBIX U MPOTPAMMHO-TEXHUYECKHX CPEJICTB 3alIUThl MHPOpPMAILUU, B TOM YHCIIE
(mpu HEOOXOUMOCTH) CPEACTB KPUNTOTpadUuecKoi 3alHUThl HH(OPMAINH;

— peanuzanus paspelIuMTeIbHOM CUCTeMbl JocTyna mnosb3oBatened WCIIIH k
oOpabarsiBaeMoil B ICII/In unpopmanuu;

— HOJITOTOBKA JKCIUTYyaTallHOHHOW JIOKyMEHTAllMM Ha UCIOJIb3yEeMbIE Cpe/ICTBa
3a1uUTH HHpOpMaLnu;

— KOpPpPEKTUPOBKA (monosHeHue) OpraHU3aIl[MOHHO-PACTIOPS AUTETHLHOM
JOKYMEHTAIIUY B YACTH 3aIIUTHl HH(POPMAIIUH.

3.9. Oran 3. Broa UCITx ¢ C3I1/IH B IpOMBIILIICHHYIO 3KCIUTyaTallUIo.

3.9.1. Ha craguu BBoga B UCIIQu (C3I1/JH) ocyiiecTBisitoTCA:

— OMBITHAs SKCIUTyaTalUsi CPEJICTB 3aIUThl MHMOPMALIMK B KOMILIEKCE C APYTUMHU
TEXHUYECKUMH U POrPAMMHBIMU CPEICTBAMHU B IEJSIX MPOBEPKH UX pabOTOCTIOCOOHOCTH B
coctraBe UCII/IH (mpu HEOOXOIUMOCTH);



— IPUEMO-CAATOUYHbIE MCTBITAHUS CPEACTB 3alMThl MH(OpPMAIMK IO pe3ysibTaTaM
OMBITHOM 3KCIUTyaTalMy (TP HEOOXOAUMOCTH);

— KOHTPOJIb BBITIOJIHEHUS TpeOoBaHU (BO3MOKHO MPOBEJCHUE TAHHOTO KOHTPOJIA B
BUJIE aTTeCTalluy 10 TpeboBaHusM O6e3omacHocT [1][H).

3.9.2. KoHTpoib 3a BBINOJIHEHHMEM HACTOSIIMX TpeOOBAaHUI OpraHusyercs u
npooautcst [bOY 1O CO CHAAIOT (ynolHOMOYEHHBIM JIUIIOM) CAaMOCTOSTEIILHO U (MJIH)
C TMpUBIIEYEHHEM Ha JIOTOBOPHOW OCHOBE IOPUJIMYECKUX JHI[ U HUHIUBUIYaTbHBIX
npearnpuHUMaTesed, HMMEIONIMX JIMIEH3UI0 Ha OCYIIECTBICHHE JEATEIbHOCTH IO
TEXHHYECKOW 3amuTe KOHPUACHIHATBLHON HWHPOpMAIMU. YKa3aHHBIH  KOHTPOJIb
npoBoauTCs HE pexke 1 pa3a B 3 roma B cpoku, onpenensembie [bOY JJO CO CAAIOT
(YTIOJTHOMOYEHHBIM JIUIIOM).

4. TPOBEAEHUE PABOT 11O OBECIIEHEHUIO BE3OITACHOCTH
HEPCOHAJIBHBIX TAHHBIX

4.1. Pabotel o obecneuenuto 6ezonacHoctu [1/I[H mpoBoaaTCS B COOTBETCTBUU C
[Inanom wmeponpusituii 1o 3ammte mnepcoHanbHbIX AaHHBIX ([IPUJIOXKEHUE Ne 1).
BrayTpennue mnpoBepku pexuma obOpabotku u 3amutel [[Jn 'BOY O CO CAAKOT
IPOBOAATCS B COOTBETCTBMM ¢ [l1aHOM BHYTpPEHHHX NPOBEPOK pexuMa 0O0pabOTKH U
3amuThl nepcoHanbHbiX JaHHbIX ([TPMJIOKEHHUE Ne 2) u perimameHTOM IO MPOBEICHUIO
BHYTPEHHET0 KOHTPOJIS yCJIOBHH 00paboTku mepcoHanbHBIX AaHHBIX ([TPUJIOXXEHUE
Ned4). Ilo pesynbraraM @pOBeIEHUST BHYTPEHHEW IpoBepkH cocTaBisieTcss OTuer o
pe3ynbTatax TMpPOBENCHUS BHYTPEHHEH TIPOBEPKU peKUMa OOpabOTKM M 3allUTHI
nepcoHanbHbIX AaHHBIX B [BOY IO CO CALIOT (ITPUJIOKEHHUE Ne 5).

4.2. KonTtponb 3a mnpoBeiaeHHMEM palboT mo obecreueHuto OezonmacHoctu [1/IH
OCYILIECTBIIIET OTBETCTBEHHBIN 3a opraHuzaiuio oopadotku [IJIH B BHIE METOIUYECKOTO
PYKOBOJICTBA, yyacTHs B pa3paboTke TpeboBanuii no 3aumre [1/{H, opranuzanuu paboT no
BEISIBJICHUIO BO3MOJKHBIX KaHAJOB yTeUKH WH(GOPMAIMH, COTJIACOBAHUS BhIOOpA CPENCTB
BBIYMCIIUTEIIBHOW TEXHUKU U CBSI3M, TEXHUYECKMX M NPOrPAMMHBIX CpPEICTB 3alIUTHI,
yuactuss B omenke coorserctBus MCII[ln TBOY OO CO CHHIOT tpeboBanusm
oe3omacHoctu [1J1H.

4.3. Tlpu HEOOXOAMMOCTH K MPOBEACHHUIO pabOT Mo obecrneueHnto 0e30MacHOCTH
[IIn MoryT mnpuBIEKaTbCs CIEUATU3UPOBAHHBIC OpPraHU3AlNKN, HUMEIOLIUE JIHUIICH3UIO
OCTOK Poccunm Ha OCYIIECTBICHHE  JIESITEIBHOCTA IO TEXHUYECKOW  3alluTe
KOH(UAeHIIMaTbHOU UHPOPMAIIH.

4.4. B cootBerctBuu ¢ Ilocranosnenuem IlpaButenbctBa Poccuiickoin denepanuu
or 16 arpeng 2012 . Ne 313 «OO yrBepxkaenun  IlosnoxxeHuss o0  JIMIEH3UPOBAHUU
NESATENBbHOCTH TIO0  pa3paboTKe, MPOU3BOACTBY, pPACIPOCTPAHEHHUIO IMIU(POBAIBHBIX
(kpunirorpaduuecKux) CpeACTB, MHPOPMAIMOHHBIX CHCTEM W TEJIEKOMMYHUKAIIMOHHBIX
CUCTEM, 3aIUIICHHBIX C UCIOJIb30BAaHUEM MIM(PPOBATBHBIX (KPUNTOTpa)UUECKUX) CPENICTB,
BBIMIOJIHEHUIO  paboT, OKa3aHWUIO yCcIyr B obOjmactu mudpoBaHUS HUHPOPMAINH,
TEXHUYECKOMY  OOCIy)XKMBaHMIO  IIU(PPOBATBHBIX  (KpUNTOrpaUUYECKUX)  CPEACTB,
UH(POPMALIMOHHBIX CHUCTEM U  TEJIIEKOMMYHUKAIIMOHHBIX CHUCTEM, 3alUIIEHHBIX C
UCTIOJIb30BaHUEM IMHUQPPOBATBHBIX (KpUNTOrpaduuecknx) CpeAcTB (32 HCKIIOUYCHUEM



cllydasi, €CJIM TEXHUYECKOe 00CIyKUBaHue MHU(POBATIBHBIX (KpUNTOrpauIecKuX) CpeACTB,
MH(POPMALIMOHHBIX CUCTEM M TEJIEKOMMYHUKALIMOHHBIX CHUCTEM, 3alUILEHHBIX C
UCIOJIb30BAaHUEM IU(PPOBANBHBIX (KpUOTOrpadMuyecKuX) CPEICTB, OCYLIECTBIIAETCS IS
oOecrieueHUs] COOCTBEHHBIX HYXKJ IOPUIMYECKOTO JUIA WJIH HWHIWBUIAYaIBHOTO
IpealpUHUMATENIS)», TP HEOOXOAUMOCTH UCIoNb30BaHus npu coznanun C3I1JIH cpencts
Kpunrorpapuueckoil 3amurbl HHGOpMALMM K IPOBEACHHIO pPA0OT MO 00ecnedyeHuro
o6esomacuoctn  [[Jlu TBOY JO CO CIHAIOT HeoOXxomumMo  MPUBJIEKATH
CHeLMaIN3upOBaHHble OpraHu3anuu, umeromue auueH3nn @Chb Poccun Ha ocymiecTBieHue
paboTr mO  pacnpocTpaHeHHIO  MH(POBATBHBIX  (KpUOTOTpadUUECKHX)  CPEICTB,
IpeJHa3HAUYEeHHBIX Ui 3alUThl HH(OPMAIMK, HE COAEPIKAIICH CBEIEHUs, COCTABIISAIOIINE
rOCYJapCTBEHHYIO  TallHy, Ha  OCYILIECTBIICHHE  TEXHUYECKOro  OOCIyXKHUBaHUS
mudpoBanbHBIX (KpUNTOrpauuecKux) CPeACTB, HA OCYLIECTBICHHE PadOT MO OKa3aHUIO
ycIyr B obmactu mmdpoBanus HHPOPMALNK, HE COAEPIKALINX CBEICHHHA, COCTABISIONINX
rOCYJJapCTBEHHYIO TaliHY.

5. PEBEPBHOE KOIIMPOBAHUE U BOCCTAHOBJIEHUE UH®OPMAIIUUA B
NHOOPMAIIMOHHBIX CUCTEMAX I'bOY 10O CO CAAKOT
5.1. IlpaBuna mpoBeAEHHS PE3EPBHOIO  KOMUPOBAHMS UM  BOCCTAHOBJICHUS
uHbpopManuu B WHDOPMAIMOHHBIX CHCTEMax oOmpenensiorcs B WHCTpyKnum 10
opranuzaruu pesepsupoBanus (IIPUJIOXKEHUE Ne6).

6. PELIEHUE BOITPOCOB OBECIIEYEHUS BE3OITACHOCTH
HEPCOHAJIBHBIX TAHHBIX B IMHAMUKE UBMEHEHUSA OBCTAHOBKHA U
KOHTPOJIA DQOPEKTUBHOCTU 3ALIUTHI

6.1. Mognepuuzamus C3I[JIn mns dyskmuonupyrommx HMCIIan I'bBOY 1O CO
CHAIOT nomkHa OCyIIECTBIATHCS B CIIyYae:

— u3MeHeHus coctaBa uin cTpykTypbl UCIIJIH nnm TeXHU4YeCcKUx ocoOEHHOCTEN ee
NOCTpOEHUsST (M3MEHEHUSI COCTaBa WIM CTPYKTYphl MPOTrpaMMHOIO  OO€eCleueHus,
TeXHUYECKUX cpeacTB 00padoTku [1/IH, Tomonoruun UCII/IH);

— U3MeHeHus cocTtaBa yrpo3 6ezonacuHoctu [1/{n 8 UCTI/IH;

— U3MeHeHus ypoBHs 3amuieHHocty [1/In npu ux o6padotke B UCII/1H;

— npoyux ciyuasx, no pemenuto 'bOY JJO CO CAAIOT.

6.2. B uensix onpeneneHus HeoOXoaUMOCTH 1opadboTku (Mmoaepuusaruu) C3I1/1x He
peke OJHOro pa3a B TojJ OTBETCTBEHHBIM 3a opraHuzaunuio obpabotku [IJ[H gomxHa
MPOBOJUTHCS MpoBepka coctaBa u cTpykTypsl UCII/IH, coctaBa yrpo3 6e3onacHoctu [1/IH
B UCIIIn u ypoBHsa 3ammimienHoctu 1/l npu ux obpabotke B MCII/IH, cobmoaeHus
YCIIOBUW  WCHONB30BAHUS  CPEACTB  3aIUTHl  WHQOpPMAIUH,  MPETYCMOTPEHHBIX
AKCIUTYyaTallMOHHOW M TeXHUYECKOW JOKyMeHTanuel. Pe3ynbraTel mpoBepKu OPOPMIISIOTCS
aKTOM IPOBEPKU U yTBepxAatoTcs pykooaurenem 'bOY 1O CO CALIOT.

6.3. AHanu3 uHUUJEHTOB Oe3omacHocTd I[IJIH W cocraBieHWEe 3aKIIOUYEHUN B
00s13aTEIIbHOM TIOPSIKE JTOJIKHO IMTPOBOUTHLCS B CITy4ae BBISIBICHUS CIEAYIOMUX (PaKTOB:

— HecoOroicHUe yCJIoBHM XpaneHus Hocurtenei [1/1H;



— HCIIOJIB30BAHUE CPEJACTB 3aIlUThl MH(POpPMAIMM, KOTOPbIE MOTYT HPHUBECTH K
HapyLIEHUIO 3aJIaHHOT'O YPOBHS 0€3011acCHOCTH (xoH(UAEHIIMATEHOCTH/
LIEJIOCTHOCTB/IOCTyNHOCTh) IIJ[H MM Apyrum HapylIeHUsM, NPUBOISILUM K CHMKEHUIO
ypoBH# 3amuieHHocTy [1/1H;

— HapymieHHe 3aJaHHoro YypoBHA Oe3omacHoctu [IJIH (KOH(UACHINATHHOCTH/
[[EJIOCTHOCTH/TIOCTYITHOCTB ).



